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Background

o Host around 100,000 websites. Many powered by WordPress

o Clients include M&C Saatchi, WPP Group, Citi Group, United 
Nations. Lots of web designers and small businesses with 
privately branded reseller plans

o Servers in both the US and UK



Security

o The most critical aspect of your online presence

o A secure site requires action from both your host and your end
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Security - Applications & Services

o OS Kernel updates

Á Package Management system (i.e. yum)

Á Build from source

Á Ksplice for seamless live binary patching 



Security - Applications & Services

o Application & Dependency updates

Á HTTP service (Apache, nginx, Lighttpd) 

Á DB service (MySQL, PostgreSQL)

Á Interpreters & Scripting Engines (PHP, Perl, 
Python, Ruby, Java)

Á Mail services, FTP, SSH, auxiliary services



Security - Applications & Services

Running multiple user accounts on your server?

o Isolate them with suPHP

o Remove the need for an FTP Layer in your CMS

o Remove the need for insecure 777 permissions

"suPHP is a tool for executing PHP scripts with the permissions of their owners. 
It consists of an Apache module (mod_suphp) and a setuid root binary (suphp) 
that is called by the Apache module to change the uid of the process executing 
the PHP interpreter."  --suphp.org



Security - Applications & Services

Are you running suPHP now?

<?php
phpinfo();

?>



Security - Applications & Services

Are you running suPHP now?



Security - Applications & Services

o Suhosin

Á Stop certain known and unknown exploit attempts (buffer 
overflows, unchecked string formatting)

Á Limit number of vars in request methods to prevent resource 
exhaustion DoS attacks

Á Stop (usually unintentional) resource abuse by other 
accounts on the same server (memory_limit, max_post_size)



Security - Applications & Services

o mod_security

Á Block known and unknown exploit attempts in all HTTP 
request methods (GET, POST)

Á First line of defense against common attacks such as 
SQL Injection attempts on vulnerable scripts

Á Define custom rules on the fly to block emerging threats 
that match specific patterns in a request



Security - Applications & Services

o open_basedir

Á Can be paired with suPHP to further protect users

Á Stops PHP processes from opening files outside of the 
specified base directory, even if they are set to 777

Á Does not directly stop the PHP process from launching 
other processes such as a perl script which can then 
access other files on the server with insecure 
permissions

Á Should be paired with an appropriately configured 
disable_functions directive (exec, system, etc.) if used 
without suPHP
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Security - Network

o Intrusion Prevention Systems (IPS)

Á Tipping Point

o DoS Mitigation

Á Arbor PeakFlow



Security - Network

o Core network Infrastructure

Á Ensure routers/switches are always kept up to date with 
security-related firmware updates (Cisco IOS)

Á Define secure policies for network hardware backend 
management and SNMP access
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Security - Physical

o Secure server facilities

Á An often overlooked aspect of site security

Á ID Verified Access cards

Á Biometric Scanners

Á Man-traps at all access points

Á CCTV

Á SAS70 compliance (Type I, Type II)
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Security - Account/User Level

o File Permissions

Á A secure shared environment with suPHP will require 755 
permissions on directories and 644 on file, and nothing 
higher

Á Unless you're in a single-user/dedicated-server situation 
777 permissions should never be used

Á 777 permissions potentially leave your account open to 
reads/writes from other users on the server outside of the 
PHP environment. This includes malicious users that 
may compromise other insecure accounts on the server.



Security - Account/User Level

o Server Level password protection

Á Require HTTP "Basic Authentication" in addition to the 
backend authentication mechanism provided by your 
CMS script ("AskApache Password Protect" WP Plugin)

o Follow secure practices when choosing account 
passwords for your server's control panel, FTP, 
and SSH accounts

Á Random characters, 10+ characters in length

Á Try to avoid storing FTP and control panel passwords in 
popular FTP Applications and built-in password 
managers in most browsers



Security - Account/User Level

o Block HTTP access to potential targets for malicious 
users

Á Move /tmp and other temporary directories written to by your 
scripts above your account's HTTP Document Root (i.e. if 
you have a Joomla and WordPress install side-by-side)

Á Alternately block HTTP access to these directories via 
Apache directives (.htaccess) or equivalent

Á For WordPress, avoid manually configuring access control 
by using the "AskApache Password Protect" WP Plugin noted 
previously



Security - Account/User Level

o Hardening WordPress

Á Stick with the official WordPress Hardening Guide, especially 
if deployed on a non-suPHP server

Á http://codex.wordpress.org/Hardening_WordPress
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Security - Script Level (WP)

o FTP Layer

Á Built in to WP 2.7+ as a work-around to ownership issues 
when uploading/installing plugins from the backend on non-
suPHP servers

Á Do you need to use the FTP Layer on your shared server? If 
so, talk to your host about this security hole

Á Should only be used in a single-user/domain configuration 
when required 3rd-party applications such as APC which 
aren't suPHP compatible



Security - Script Level (WP)

o DB Security

Á Change default table prefix to hinder blind SQL injection 
attacks ("WP Prefix Table Changer" Plugin)

Á Never share a DB with any other script under your account, 
use MySQL database user accounts



Security - Script Level (WP)

o Updates

Á The most critical security measures you can take to stay 
secure

Á Avoid core hacks whenever possible so that you aren't left 
rushing to reapply your hacks to the core when applying new 
critical security updates

Á Updates that close critical vulnerabilities found in WP should 
be applied within days of their release

Á Always subscribe to the security update notification mailing 
list or RSS feed for your script/extension/component



Security - Script Level (WP)

o Plugins

Á Only install plugins you plan to use

Á Uninstall pluginsthat are no longer in use, don't just disable 
or unpublish them

Á Most larger/popular plugins have security update notification 
mailing lists as well.



Security - Script Level (WP)

o 3rd-Party Security Extensions

Á Prevent some known plugin exploits on non-suPHP servers

Á Not required on a properly configured shared server running 
suPHP with updated/secured WP install and plugins

Á Will increase resource usage (CPU/memory) for incoming 
hits to your site



Backups

o User Accessible Backups

o Disaster Recovery Backups



Backups - User Accessible

o Full Site Backups

Á Take before making major changes to your script installation

o Document Root and MySQL db backups 

Á Easier to restore one specific section of your site in the event 
of problems

o RAID is never a backup solution



Backups - User Accessible

o WordPress backup plugins (WP DB Backup, etc.)

Á More limited, most only backup core WP tables

Á Take full file/db backups from your host's control panel or 
automate the process for best results



Backups - User Accessible
Rochen Vault - Off-server twice daily backups



Backups - Disaster Recovery

o Off-server backups

o Ask your host about their general disaster recovery 
procedures and if backups are regulary tested for 
integrity



Recurring Maintenance

o Get into the habit of checking for or reacting to update 
notifications for all scripts that make up your site

o Verify that automated (if any) backups are running as 
scheduled and verify integrity of them regularly

o Have a tested disaster recovery plan for restoring a full 
backup of your script installation

o Never rely completely on a single backup system



If your hoster costs less than a 6" Subway sandwich, 
you're not allowed to complain when/if they go down. 
Sorry.

ò

ó John Coonen - @cmsexpo on Twitter

@RochenHost

Facebook.com/RochenHost

www.rochen.com

http://twitter.com/rochenhost
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